Navigating the Digital World:

Engaging, Educating and Empowering young minds together!

Online Safety Awareness Briefing for Parents

ONL|N E To help prevent the harm, children need to be
streetwise online. This is sometimes called

RESILIENC digital literacy, and it has three elements:
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Technical literacy — Media literacy - Social literacy -
knowing your way understanding different understanding
around platforms and being online etiquette
technologies and able to judge the quality and the way
having technical and reliability of online things are done
skills. sources.

You can't shield children from all risks online,
any more than you can offline.
Not all of those risks have to turn into harm!

Gaming considerations...

a 86% of British ;

parents & carers
ignore the age
ratings on games,
= compared to 23%
on films.
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(we all want to feel liked and valued.)

Offenders seek to exploit vulnerability.

If we increase self-esteem and
confidence in childrén, then
they are less likely to fake risks
onlige

There are laws which make it
illegal for young people to take
part in most gambling activities,

t there are also types of
gambiing that everybody is
allowed to do...



Inappropriate or
np n The NSPCC\
Ing found that 56 %
XI] Icl of 11-16 year

olds have seen
explicit material
online.

. SexiquI)Il explicit y

materid| * Pornographic material.

« Content containing
rofanity or vulgar
anguage.

disguised as support.

« Pro self-harm / eating * Sites that encourage
disorder content. vandalism, crime,”™
I terrorism, racism, eating
* Extremism. disorders or suicide.
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« Hateful or offensive - Sites that promote h\
material.
ecp
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____Monitoring Online Activity €€P:

oL,

How 10 51 up the How 10 se1 up the How to set up the How 1o set up the

parental controls offered parental controls offered parental controls offered parental controls offered

by BT by Sky by TalkTalk by Virgin Media

video gu

de from BT about

Media about

to set up parental

contrals. contrals, controls parental controls.

Challenges of Social Media
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| Discord’s Family Centre

> A weekly email
summary activity.

» Shows messages or
calls they've made,
w friends added, and
active server
participation.

TikTok's ‘Family

Pairing’ allows:

» Time restrictions

» Restrict access to
videos

> Restrict who can
comment

»> Restrict messaging

Twitch has a guide

designed to help parents,

educators, and other

adults navigate the

platform.

> In 2022, Twitch
implemented a ban on
gambling activiti

Instagram parental

supervision allows:

> Notificiations

» Restrict contacts and
messanging

> Nudity protection
feature

> Detects and blocks
inappropriate accounts
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Snapchat has a ‘Family

Centre’

» View your teens
friends

» See who they've
messaged

> Restrict sensitive
content

% Safety Checkli

e |\
WhatsApp have a

Teen Information s
Centre designed to help
teens and their
caregivers /other adults
navigate the platform
and safeguard
themselves from harm.

Best Parental Control & Mobile
Monitoring Apps 2024

(@™ Net Nanny"

Review them to decide which works best for you!

Targeting
on & offline
Making

contact ’
m Gaining
Information
Becoming
Friends
Deepening
Friendships
Meeting/
Abuse

CHILD CRIMINAL
EXPLOITATION
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What is [ Sextortion is a form of blackmail in |
Sextortion? which someone threatens to share
intimate details, sexual images, or
videos of you online if you don't
meet their demands.

| have naked images
F of you...
z pay £200 or | will
The impact that the share!

Self-generated sharing of these
Imagery nudes and semi
247,136 unique nudes can lead to is .
hashes were created shame, 257% increase

of 7-10-year-olds embarrassment, in reports of
£ 203,866 of bullying, emotional Sextortion

11-13-year-olds / distress, blackmail.
/
4 y / | €cp
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Conversation Starters... ecp.
(o] Take the pupil to a place they feel
safe and at ease.
Engage them in activities they enjoy so
the conversation feels natural.

The key is to make the child feel
valued and heard.

“We estimate there are between
680,000 to 830,000 adults in the UK that

pose a sexual risk to children.

‘ The use of Al for child sexual abuse will make
it harder for us to identify real children who
need protecting, and further normalise
abuse”.

(Graeme Biggar - Director General of the National Crime Agency, 2023)

n @ @ecpsafeguarding
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How will the Online Safety Act 2023
help keep children safe?

Estimates show that the
average parent will post their
child's image online almost
1000 times by the time they are
five. A poll of 2000 UK parents
showed that parents shared
around 195 images of their
children per year.

Childnet

This includes content depicting, promoting, or facilitating:
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How do you keep yourself up to date?

KIDS . PAPYRUS
& e
W@RLD '(‘,\\\n media
@ cN)atlonaI NspPcc YG& childline

Learn about the games Look at gaming Y i
your child likes to play considerations — pegi.info & nglgtey pRCHEOh TN TN
e internet
5 Find out who they Agree digital boundaries — / = ( ) SWGfI_ .adnﬂ‘f”'
play with have fun - play together U Safe. Secure, Online
- REPORT
. REMOLE
Check to see if your Encourage them to think ? UK Safer
bank card is linked critically - ‘digital footprint’ s Internet ums e = ‘ .
Centre hildne
ririomat ok \mtemat\ona\

Explain that you're not trying to control
them but want to agree upon a set of
exploitation, gangs and radicalisation ground rules.

You must talk to your young people —
this is where your greatest learning will come from!

Have open discussions about bullying,
body image, grooming, sexual

| Sign-up for E- Safety Updates... |

Q KIDS W@RLD

www.kidsonlineworld.com
E-Safety Updates

mfo@ecpsafeguardlng.co.uk
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