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ONLINE RESILIENCE -
To help prevent the harm, children need to be . Often our focus of concern is a platform. We
streetwise online. This is sometimes called must recognise it is behaviour that poses the
digital literacy, and it has three elements: risk. The internet helps to facilitate the ha

Risk may arise as a result of...
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You can't shield children from all risks online,
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Children and parents: media use and @ECP
attitudes report 2022

use by age: a snapshot

60% have their own mobile phone

To go online: 71% use a mobile phone, 79% use a tablet and 55% use a laptop
95% use video sharing platforms

54% use live streaming apps/sites

B4Y% use messaging sites/apps
64% use social media and 60% have their own social media profile

69% play games online

79% watch TV or films on any type of device other than a TV set (90% on a TV set)
51% watch live TV vs 76% who watch SVoD?

32% have seen something worrying or nasty online

32% were able to correctly identify sponsored search results Q

93% use video sharing platforms
39% use live streaming apps/sites
58% use messaging sites/apps
33% use social media and 33% have their own social media profile

38% play games online

74% watch TV or films on any type of device other than a TV set (88% ona TV set)

48°% watch live TV vs 77% who watch SVoD?

Educationchildprotection u @ECP_LTD m ‘@Education Child Protection Ltd.
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Ask childréd

the pros
when deci

is sometl

Set a limit on your teen's watch time

Limit who can send messages to your
teen

Manage your teen's privacy and safety
settings

Choose whether your teen can have a
private or public account

How can |
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Social media
considerations

How do | adjust
the ‘Privacy
Settings’ & what
are they set to by
default?

» Eating disorder content

* Pro-suicide and self-harm content

* Harmful content linked to mental
health conditions

Research from Swansea University found 83% of social media users
surveyed were recommended self-harm content on their personalised
feeds, such as Instagram’s ‘explore’ and TikTok’s ‘for you’ pages,
without searching for it.

(13

Gaming consideration

|75

VIIJLEIIGE BAD LANGUAGE GAMBLING

86% of B
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Always check the PEGI
rating for games!

. - www.pegi.info -

Name & age rating for
these games?

Always check the PEGI

___rating for games!

| Name & age ratmg for

these games?

New Features:

o Discord integration: Connect to
Discord and easily share your lobby
room code or join existing lobbies!

o Twitch streaming integration to start
streaming straight from Among Us!

Www.pegi.info
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How do you play?

Local - join games with people
nearby, this is done using the players
location.

Online - gives the option of "Host,
‘Public’ or ‘Private’ .

Host - allows users to host a game
themselves.

Public - allows users to join in games
with random players.

Private - is where you join a game
with known friends using a code.
There is also in-game ‘quick chat’,
allowing you to select automated
responses.
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‘In-game/In-app’ purchases

A child may consciously
make a purchase as they
know it helps their
experience or may
unwillingly or unknowingly
make a purchase in an
attempt to return to their
game when the advert

the p[ay'ng ex|

‘In-game’ or ‘In-app’
purchases refer toaii’gms
Or points Purchased for

use within a virtual

world to improve 5
character or €enhance

Perience
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. Creative and building games — 49%
e.g. Roblox, Minecraft
. Multiplayer games - 45%
e.g. Fortnite, Fall Guys, Among Us
. Action/adventure — 40%
e.g. Super Mario, Legend of Zelda
. Shooters - 38%
e.g. Star Wars :Battlefront, Call of Duty
. Sports - 37%
e.g. FIFA, NBA, Rocket League
. Playing in a virtual world—28%
e.g. World of Warcraft, The Sims

. Creative and building games — 50%

e.g. Roblox, Minecraft

. Puzzles or quizzes - 43%

e.g. Trivia 360, Sudoku, Candy Crush

. Playing in a virtual world -37%

e.g. World of Warcraft, The Sims

. Multiplayer games ~ 30%

e.g. Fortnite, Fall Guys, Among Us

. Action/adventure — 29%

e.g. Super Mario, Legend of Zelda

. Fitness and dance — 26%

e.g. Wi Fit, Just Dance

There are laws which make it illegal for young people to
take part in most gambling activities, but there are also
types of gambling that everybody is allowed to do.
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/ Sharing \

The Social Web

Key advice for parents:
. Learn about games they like to play

together.

. Find out about who they play with.

. Use Airplane mode to avoid accidental
purchases.

. Use ratings to choose age-appropriate
games.

. Agree digital boundaries.

. Encourage them to think critically about
what they share and do.

Live Streaming
| What could go wrong? |

CIMBYEA O
OLIVE) ] el
CITBYEA

Key message for children: Remember... online behaviours
should mirror how you behave offline

21

- What is Sharenting? ¥

Sharenting is the overuse of social media by ‘ SHARING NUDES &
parents to share content based on their -
children, such as baby pictures or details of SEMI-NUDES
their children's activities
How can I

In theéyllK, the average paren help?

posted 1,500 photos of the

‘their fifth birthd \ .
- 3 - .
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Sexual Abuse Blackmail, bullying and harm \ /

7}

An offender may threaten to share
the vith the cf

In 2021, 182,000 reports included so-called self-

generated material. It now accounts for over half (51

%) of the imagery IWF took action on last year. E Nudes and Emotional
A R distress

This is a 168% increase from 2020. semi Nudes
can leave young

In 2020 there were 55,300 reports containing self- people
Unwanted

generated material involving children aged between
11-13. attention
In 2021, this increased to 147,900 reports (+267%)

In 2022, 63,050 reports related to imagery which
had been created of children aged 7-10.This is a 129
per cent increase on the 27,550 reports in this
category in 2021. +1,058 since before COVID WORLD

chiding " TO GET AR PUAGE REMVED

chidineorg.uk | 08¢

If you're under 18 und anude image or video of you has been shared online, you can

report it and to be removed from the internet. You'll need to: R E P@ RT
o Select your age and follow the steps below. R EM OJ'E

o Create a Childline account so we ccn send you updates on your report

» Report your image or video to the Internet Watch Foundtion {IWF). . .
Nude image of you online?

We can help take it down.

The Social Web

New tool for under-18s to report
nude photos of themselves online...
Internet
‘Watch
Foundation

Cyberbullying

W h at d o t h e Se c h i I d re n Understa‘ndifrgz terms used to describe cyberbullying

all have in common? Jemermetyiie | ) Fonies
- — [“orems ] [ _boing ]
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Behaviour in the
‘online world’

When talking to
children about
how they treat
each other and
being ‘kind’.

Ensure that
reference is made
. | to their behaviour
 in the ‘online
world’ too.

British teenager, 16, killed herself after
being charged with terrorism after
being influenced by American white
supremacist whom her mother met
through US prison pen pal scheme

+ Rhianan Rudd was groomed online by American extremist Christopher Cook
+ White supremacist American Dax Mallaburn also had influence on the teenager
+ Mallaburn met her mother, Emily Carter, via a pen pal system for US prisoners

By HARRY -OWARD FOR MAILONLNE W/
PUBLISHED: 17:13, 3 January 2023 | UPDATED: 16:12

FiEm © BOE =

ABritish teenage” who had been groomed by an American white supremacist killed
herself after being charged with terror offerces, an investigation has found,

Rhiznan Rudd was groomed and exploited online from the age of 14 by American
extramist Christopher Cook,

All rights reserved - Education Child
Protection LTD 2023

14/02/2023

Friending

The Social Web

32

“She says her daughter was sent an
email from one user who she'd met on
Spotify, who claimed to be a 12-year-
old boy and who asked her to send a

video of her pleasuring herself.

Another user named 'l have nudes'
tagged her in a playlist with a
message asking her to 'show a good
view' of her genital area”.

However, to ensure that the child does
not access unsuitable content, it is
advisable to create their own profile with
age restrictions set accordingly - this can
be changed in the platform settings on
the ADULTS profile.

*Also review accessibility and
restrictions on guest profiles!
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MAKING THINGS SAFER
N 2
CLICK HERE = k

Know where
to report

Support - Childline
childline

ONUNE, ON THE PHONE, ANYTIME
Info and advice Get support

A chance for a young person to talk to a counsellor who
HOwW ARE Y0V FEELING?

Excellent [ECEE] Bad

Depressed

= treats them with respect about any issue
= work at their own pace
= Confidential

Horrible  Stressed

Many children prefer to talk about their problems
online, where they feel more in control.

All rights reserved - Education Child
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Minimising risks...

Check apps,
websites and Always
search supervise
results children
when
accessing
the internet

modes and
" Role model
filters are safe

applied behavior
and privacy
awareness

Reporting Online Behaviour

CEOP (Child Exploitation Online Protection Command

Children,
CEOP Parents/Carers &
Professionals can
report inappropriate

Ehne Aosaci behaviour through to
command CEOP
CEOP is a law enforcement CEOP will review
agency and is here to keep REPORT and respond to

children and young people ABUSE every online report
safe from sexual of abuse
exploitation and abuse

If you think a Child is at immediate risk of harm...

& Report directly to
Police on 999

Keeping younger

children safe




Monitoring Online Activity

'BEST FORWEB FILTERING BESTFORLOCATION TRACKING BESTFOR OVERALL EXCELLENCE

v Nortory ® Mobicip /\9 LOCATEGY C\‘

eoec0 ee000 ee000 ee000 0000 wioss cuoree
Symantec Norton Family Circle Home Plus Mobicip Locategy Qustodio Parental Control
Premier

oping o
” bt anage, ping
0 protecting:
dtable macOs, Chromebook 105, Android,
Seroen Timo festurotodothe ‘workarounds andits roporting nosupportfor Macsor PCs. andeven Kindla dovices,thoughitis
axpensive.

competiors

Read Norton Family Review

provider for their

Read Qustodio Review

monitoring/safety
platforms
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Digital Family Agreement DigiSafe®

33 e TR I

T will: Why? Parent/carer will: Why?
Chech with mum before getting a nél app or game FPut our devices down when you want ta talk
O blying an add-on §0 she Cah CheCk its safe Lo merus sa we del good
Set Lp privacy and safety Settings on any apps and o bl T ;
siees T Use and show them to dad, £0 he doesn't pa o Bled e A il
sdorry #rvm-,‘ ,.,}- reakfas ;n diftner so we can
o Uality Eitne and talk
Chesks ieh U Or dad before goIng IIVe and i )
explain what T Can da o avoid any risks Trust You to.menage your screel
Noe post ar share any personal information, e.g e biins wilpress, and @iy a@iRthing
mobile, address, to stay private and safe f I/we are wigrried, to help you stay fafe and
health
Puz my phone down when we're eating together or i it . b "
mum or dad want o talk, a5 t's respectiul Ask permission before sharing amy photas of
Turn off notifications when I'm deing you, ke respect your
hemework and at bed time, © rvecy
: '

help concentrate and sieep s m\wﬂ‘t > Worried. bp.hmmw
Come oFF Y devices an hour  gener® i ,,,nu"e}»“, e,
before bedtime t0 unwind and s
Sieep well

Signed: Sophie

Tedsy'sdate:  2%th March Datewe willriewthis: 2% ¢k Moy » e
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How to sat up the parental
How to set up the parental cantrots afferod by Virgin
TalkTalk Media

Talk to experts from
the NSPCC

v
B
A

0808 800 5000
help@nspcc.org.uk
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There are a number of websites, ‘apps’
and support lines available to
} Professional’s, Parents/Carers and Children
l to make the online world a ‘safer’ place

But whilst this support may make things
‘safer’ it is not going to make things
completely ‘safe’

Research Content

It is still
important

47
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Supporting young people How to support LGBT+ young
with SEND online people to stay safe online

For many young people with Special
Educational Needs or Disabilities (SEND),
the internet can be a place where they feel
safe, calm and in control.

’ 7
Kids Online
World Updates

WELCOME TO
KIDS WORLD




