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                                           Holly Park School                                         
                                                              Site Security Policy

Context
Our aim is to provide a safe and secure environment for our pupils, staff and visitors.  Our Security Policy ensures that we have in place effective procedures to enable us to achieve this aim.  At Holly Park, the pupils and staff should work and learn in a safe and secure environment. Parents need to be confident that the school provides such an environment. Visitors need to feel welcomed.
· Where appropriate the Governors will seek any necessary expert advice to determine the security risks and precautions required to deal with them.

· The Governing Body will provide staff with enough resources, information and training to implement security procedures.

· The Governing Body will, where appropriate, be informed of breaches and failures of the policy to enable them to take any corrective action as is necessary to ensure the safety of children and staff.
It is important that everybody maintains the necessary levels of security at school: it is not one person’s responsibility, but everyone’s
Links to the UN Rights of the Child
Article 19

Governments must do all they can to ensure that children are protected from all forms of violence, abuse, neglect and bad treatment by their parents or anyone else who looks after them.
Principles
· To help make the children and all those who work in the school feel safe and secure.

· To focus strongly on personal awareness and responsibility.

· To meet recommendations of the DFE & local authority guidelines. 

· To identify and minimise risk as far as is practical and sensible. 

· To control access to and movement within the school and its grounds by people and vehicles. 

· To respond effectively and in good time to identified security issues. 

· To review our policy on an annual basis or more often if events dictate.
This policy covers the following areas: 

· Site access, general building security, movement around and outside of the school. 

· Assault, injury, theft, burglary, criminal damage, vandalism, trespass and nuisance. 

· Offensive weapons. 

· Identify threats to the safety and well-being of the school community from those with criminal intent including drug dealers and bomb threats. 

· Visitors, contractors, helpers or other persons involved with the children. 
This policy should also be read in conjunction with the:

· Safeguarding policy
· Evacuation policy

· Lockdown policy

· Data Security policy

· Health & Safety policy

· Lone Working policy

· Missing child policy

· School  risk assessments

Roles and Responsibilities 

Staff should: 

1. Support the Headteacher in implementing this policy. 

2. Report any shortcomings to the Site Manager or SMT 

The Headteacher shall: 

1. Implement the security policy and any action plan approved by the Governors. 

2. Ensure staff members have a clear understanding of their particular responsibilities. 

3. Take day to day operational decisions. 

4. Consider particular risk situations (e.g. home visits, lone working) and complete relevant Risk Assessments. 

5. Consult with local professionals as appropriate (e.g. police, road safety workers, etc.). 

6. Provide appropriate information to pupils, parents and visitors as necessary. 

7. Monitor and review security measures. 

8. Review the policy and update the governing body as needed. 
Delegation of Responsibility - Nominated Competent Person

The Site Manager is delegated by the Headteacher to be the Nominated Competent Person.

The Nominated Competent Person will:

• familiarise themselves with the necessary rules, advice and literature to ensure that they are able to perform their duties;

• ensure that advice, support and information is obtained from the Director of Education and in particular will seek advice from the Education Department's Health and Safety Unit;

The governing body shall: 

1. Review and approve the security policy and any action plan for the school.

2. Ensure arrangements exist for measures to be monitored and reviewed. 

3. Determine expenditure priorities. 
4. Identify their own training needs to enable them to understand their responsibility for managing
    security.

Parents, community users and visitors will be: 

1. Expected to respect the measures taken by the school to improve and ensure security. 

2. Encouraged to report ideas and problems to the staff or Governors or both. 
Access measures: 
1. Entry for pedestrians is via an intercom system which is controlled from the main office. The gate opens automatically at the beginning and end at 8.45am of the day to allow access and egress for pupils and parents/carers. Members of the Senior management team are at the gate to greet families. The gate also opens for at 3.25pm. Again members of the senior management team are on duty. The gate DOES NOT open automatically at 11.45am for nursery parents in the middle of the day. They have to buzz to the office. At 12.45pm for the afternoon nursery an MTS will allow them in once the safety barriers have been pulled across to direct their flow to the nursery and the other children are behind the barrier. 
2. There is CCTV cameras on the entrance path and screens in the offices to see who is at the gate
It should provide good quality images in both day light and hours of darkness and be easy to use and

operate. Images should be able to provide evidence suitable for court or for analysis.

It has a variety of applications, this includes recording the following:-

· Video violence within the school grounds, Anti social behavior and Theft
· Unauthorised access from persons unknown.

· Pupils leaving the school without permission.

· Protect the school building and its assets.

The use of CCTV can be effective in reducing crime but in order to do so it needs to record 24 hours

a day in real time and be monitored on a regular basis. It can help catch the perpetrator of crime

after an illegal act but it would be far more effective if it prevented the crime in the first place.

There are clear signs indicating that CCTV is in operation.
3. Sign-posted entry to ensure all visitors report to reception. 

4. All visitors are required to report to the reception desk, and place their details in a visitor’s

    registration book which should include:-.

· The visitor’s name, the time they arrived, their signature, name of who they are visiting, and sign on the way out.

· Visitors will need to be issued with a sticker displaying their name and date of their visit; this will

need to be displayed where staff and students can see it. 

· No visitor without relevant DBS can be allowed to walk around the building unescorted.
· If a visitor is let in and does not go to the office area then a member of the office team will go to find them
5. A leaflet for supply staff and contractors covering safeguarding and fire & lockdown procedures is provided. 

6. The minimum access control for schools should be that all pupils should wear school

    uniform 
7.  Staff should wear identity cards on lanyards or clipped to their clothes. This should contain their name      
     and photo

8. Governors and the PTA members who are regularly in school also have identity lanyards.

9.  Cleaners must sign in when they start work and sign out.
10. To exit the grounds when the school is in operation, visitors can press the gate release button. The 

     gate will close behind them when they leave.

11. The exit button is place fairly high so that children in the playground cannot access it. For extra 

     security,  it has a guard around it to make it impossible to reach from the playground side of the fence.

Keeping People In

There is no specific duty to prevent a child leaving school. That is, there is no absolute duty to be certain that a child cannot leave school. The school is expected to take reasonable steps, and these do not include planning to defeat every effort a determined absconder might make. However, the school or setting does have a very clear duty to know whether children are on site. Any child attempting to leave the site must be seen and the school must make reasonable attempts to contain the child. This does not include using physical intervention and restraint techniques unless the risk to the child is assessed dynamically and considered to be unacceptable. 

Should reasonable attempts to prevent a child from leaving be unsuccessful, the school should have clear arrangements for responding. These may include following the child off site, informing parents/carers, informing the Police, amongst other tactics. (See Missing Child Policy) The school’s perimeter should provide a hindrance to a child attempting to abscond, and it should give time to the staff to intervene. The duty to supervise extends only to the school gate. Extending the duty beyond this point could potentially compromise the safety of the majority to the benefit of a single child. The duty of care imposes only the need to do what is reasonable and, depending on the child and the conditions prevailing at the time, the school should make a decision in each case as to how to manage an absconder.

It is important that schools are seen neither as prisons nor fortresses. Ideally, the architecture and overall aesthetic of the school site should blend harmoniously with its locality, whilst still performing its task effectively.
Security of the Building 

1. An effective intruder alarm is in operation. This is always set when the school is not in use. it is
   important not to hang Christmas decorations, lightweight mobile objects, or place fans, blow heaters
   near the sensors as any light movement in airflow could trigger it off.

 2. Security lights are on around all buildings after dark. 

3. It is the responsibility of the class teacher to make sure that external doors are locked, windows are closed and equipment switched off before leaving the premises.
4. It is the responsibility of the Site Manager to do a final check when locking the building  that external doors are locked, windows are closed and equipment switched off before leaving the premises.
Alarm Call-Outs 

If a key holder is contacted as a result of a ‘Person Present’, they will wait outside the building until the police arrive. If necessary, additional key holders should be contacted for support.
Perimeter Fencing

Good quality perimeter fencing surrounding the whole site is essential to the safety of the school,

teachers, staff and students. Poor quality fencing makes the school vulnerable to unauthorised

access, criminal damage, theft, the public passing unauthorised items through the fence to pupils. It is most important that fences and gates are regularly checked and maintained, there must not be any damage, no gaps either in or under the base of the fencing.
Car Parking and Vehicle Movement

As the school has separate pedestrian entrances, cars dropping off and collecting children are not allowed to enter or leave the staff car park at any time. Parking is provided for staff and there is limited parking for school visitors. The car park is clearly signed – staff only.
Having  clear parking spaces marked will help prevent the car park from being used by unauthorised persons, it will also prevent obstructing fire exits &  entrances, and parking in other areas that could obstruct vehicle and emergency services access.
Staff fill in a personal details form including the registration number of their car in case the car needs to be moved (this is kept in the school office)

All vehicles are brought into the car park at the owners risk
Vehicles are only given access onto the school site during working hours with permission and under supervision.

People Management 

The school acknowledges the concerns of all parents for the welfare of their children and its duty of care to ensure their safety. Critical to this is the selection, monitoring and control of all adults who come into contact with the children, and the Governing Body and the teaching staff take this aspect of the management of the school extremely seriously. The following rules apply to all individuals who come into contact with children. 
1.All staff and governors are fully vetted before joining the school team or governing body. This includes the taking up of references and checks with the Disclosure Barring Service (DBS) on criminal records for any offence. 
2. A single central register of security incidents will be maintained by the Business Manager. 
3. All regular parent helpers are checked with the DBS before working unsupervised with children. List 99 checks will also be completed 
 4. Visitors at the school are obliged to wear identification badges. 
Contractors

All contractual work must be booked in advance. 

Teaching staff should not write method statements or risk assessments for contractor’s activities; this

shall always be the responsibility of the relevant contractor or Site Manager.

Contractors, maintenance staff, electricians and persons not employed by the school working

on site should not communicate with students nor should they bring anything in for them.

The school and its pupils are more vulnerable when maintenance and building work is being undertaken by contractors. Extreme care should be taken to prevent areas that the contractors are working in being easily accessed, this includes buildings where there is scaffolding, perimeter fencing being replaced; anywhere it affects the entry to the building and grounds. If access and regress is weakened anything can happen, such as a student leaving the school without permission and then re-entering without staff knowing, having either taken out stolen property. Extra security measures must be considered to prevent this.
Dogs

There is clear signage placed at the front of the school that dogs are not permitted in the building or grounds. The only exception is when the school uses dogs for therapy or dogs visiting for the purpose of assembly etc We do have a school dog who is allowed on the school site (see separate dog policy)
Bin Storage Areas

All waste enclosures should have robust walls and be approximately 3.1 metres high to prevent

anyone climbing or throwing anything over the top. 
Litterbins

Litterbins should have clear plastic bin liners fitted. Even better is to have metal collared frame waste bins that hold the heavy duty liner in place; these bins make it easier to detect any suspicious objects in them and therefore help prevent any unauthorised objects being secreted out of sight.

All bins must be set back or fitted away from the main entry gates, windows and low roofs (such as

single story buildings) so that they are not used as a climbing aid to get into or out of a class room.
Climbing aids

All vertical fixings i.e. drain pipes, external covered in corridors, canopies, columns, trees located near

buildings, air conditioning units, large commercial bins, and low roofs, ladders, short walls can all be

used as climbing aids. These are a potential opportunity for unauthorised persons to gain entry via a

window, or school roof. It is therefore essential to consider all potential climbing aids 
· Drainpipes should have anti climbing paint or a fan collar fitted above a height of 2.5 metres.

· Commercial bins placed away from buildings and contained in a secure area.
· Fencing at the back of the school that is out of sight should have anti-climb paint on and have suitable signage to reflect this

Gardens, vegetation and landscaping

If bushes and trees are allowed to grow too tall, dense and wide they can obstruct lighting and footpaths.

Dense overgrown hedges can provide the perfect place for pupils or intruders to hide.  It is therefore very important that these areas are not neglected, pruning should be incorporated as a matter of course to prevent them overgrowing.

· Avoid the use of wood chippings, the chippings are spilling out onto the footpath creating an

uneven surface; these could cause someone to trip and fall, they can also be easily picked up

and thrown.

· Wood chippings make a perfect hiding place for small quantities of drug or knives.
Key control

Tight Key control is vital to school security; keys left lying around in an open office can easily be picked up and used later. To ensure that all keys are accounted for keep them in a secure locked cabinet. 

Lockers

Lockers  should be used by staff to store confidential information about children and valuable items such as laptops, cameras, purses, mobiles etc
Supervision on School Grounds 

1. During the school day all children are supervised when in the playground. This is by teachers and support staff at morning & afternoon break and by mid-day supervisors at lunchtime. 

2. There should always be a member of the qualified teaching staff out with a class during games or outdoor PE. 

3. At playtime and lunchtime, staff (whether teaching or non-teaching staff) should wander around the designated areas as indicated on the duty list. Staff should be vigilant at all times and should not stand talking together.
Trespass and Nuisance 

In the first instance, members of the Site Manager or SMT should consider the level of risk and may approach an unauthorised member of the public. If pupils are outside, it might be necessary for the ‘Lockdown’ procedure to be followed. 
However in any case where such measures fail to resolve the situation, recourse to the law will be considered. This extends to unlawful presence on site, individuals creating a nuisance or disturbance, verbal abuse of pupils or staff as well as violence to any individual. Any such situation will be contained as appropriate at the time but as this is a criminal offence the school will always refer to the police.
Serious Incidents or Threats 

In the event of any serious incident staff should: 
1. Stay calm. 
2. Minimise the risk to yourself, the children or others. 
3. Seek help as soon as possible (referral via internal phone or by sending an accompanied child/ren). 
The general policy is: 
a. The welfare, security and protection of the children, staff and visitors will take precedence over any other action required to contain the situation.
 b. The Headteacher or other senior member of staff must be informed. This person will then decide what action to take, which may involve contacting parents or the police.
After any such event, a detailed report will be prepared by a nominated individual for presentation to the governing body. If required an emergency meeting will be held by the governing body to review, make recommendations and take appropriate action. Statutory bodies such as the Police, Local Authority, etc. will be informed and consulted as required. The school will seek to follow best practice guidelines in its response and handling of threats and incidents, according to the “Critical Incidents’ plan. This may involve:

· Evacuation of the buildings
· Evacuation of the site
· Lockdown procedures
Fire exit doors

Fire exit doors must be opened and unlocked from the inside, most fire exit doors have a ‘push/panic

bar’ opening device that provides the user with a quick and simple system to open the door in a hurry

without the need for keys.
· Fire exit doors should only be opened when there is an emergency. They should not be

opened to improve ventilation in summer or as an additional entry point. 
· Fire exits are one of the weakest security points in any building they can be used to gain

illegal access into a building if not maintained or kept closed
Theft and Burglary 
Schools are not immune from burglary or from theft of belongings, monies and personal items of pupils. The school takes an active stance on this with items of high value “security marked” and the banking of all monies such that large sums are not left on the school premises. Valuables left on school premises are stored in a locked cabinet or safe. 
Pupils and staff are discouraged from bringing in items of value. Any incident of theft is investigated. Mobile phones should not be brought into school but if prior agreement is given, they will be given in each morning to the office and stored securely. The school will not take responsibility for loss or damage to phones or any other valuable item.
Curriculum Activities 

Children will be made aware of security issues at the appropriate level through a series of school based activities. They will be: 
1. Encouraged to be security conscious e.g. never open external doors to adults other than staff. 
2. Encouraged not to approach any adult they don’t know but to tell a safe adult. 
3. Taught how to take care of themselves and others. – STRANGER DANGER
Offices
These are often used to take a troubled student or concerned parent or guardian to in order to provide

a quiet area where staff can have a private discussion with them without being interrupted.

· Because these rooms tend to be used for a one on one meeting they should easily be monitored, and ideally have glass windows in the doors
· Any member of staff working in these rooms must have access to a telephone.

· If staff have identified that the student or parent/guardian appear excitable or are known for
violent behaviour there should be at least two people in the room
Knives

The utmost care must be taken to ensure that these are kept under strict control. 
· Any sharp knives not accounted for MUST be traced. If any knife is missing the Head Teacher

 should be contacted immediately. A thorough search of the classrooms, Kitchen ,the pupils and their bags will need to be completed

· Sharp knives should be kept in a secure draw or cupboard
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SITE SECURITY & SAFEGUARDING RISK ASSESSMENT CHECKLIST
	Question
	Yes
	No
	Comment

	Does the school’s perimeter provide a

reasonable barrier making access or egress

from the site possible only by a determined

individual?
	Y
	
	Front fence is low 

	If the school’s perimeter is difficult to secure

economically, could an inner perimeter be

effective and afforded?
	Y
	
	Inner fencing in car park is adequate although access could be made to the car park because front fence is low and car park gates remain open all day.

	Are fences of a design that reduces the ease

with which they could be climbed or

clambered over?
	
	N
	Front fencing has pointy tops

Fencing around the far side which cannot be be seen from the site manager’s house has anti – climb paint on it

The rest of the fencing – adjacent to gardens is standard timer fencing 6ft tall

	Do gates and other ‘openings’ in the school

perimeter hinder students from unauthorised

egress from the site?
	Y
	
	Exit button has cover to prevent pupils from reaching the button from within the playground.

Car park gates are locked and are  7ft tall.

Final exit gate has chain across the top to hinder exit

	Can the gates that separate the school site

from the public area beyond be seen from an

office that is normally permanently staffed

during school hours (eg, the school office)?
	Y
	
	From the admin office window
All offices have CCTV screens which are on all day.

	Do fire exits and other external doors in the

school building from the building open directly onto spaces (such as the car park) which communicate directly with public areas ?
	Y
	
	There are 5
Music room

Junior rear door

Junior classroom x 2

Junior cloakroom

	Is access to the school buildings actively

controlled, so that visitors must have explicit

permission to venture past the school

reception.
	
	N
	This is due to the layout of school buildings and the school entrance location. 
Parents collecting / dropping off from nursery do not pass the reception

However all other parents are – buzzed in and are let in by office staff. They are then watched on CCTV and are challenged if they do not report to the school office and brought back to the office



	Does the use of any door that cannot be

easily seen, but that which may provide

access to public areas of the school site and

beyond, trigger any kind of visual or audible

alarm in the school office, etc.
	
	N
	However they are all locked and have signs on to say – this door should be kept locked
One door in the junior building has an alarm that is triggered if it is opened without a fob and with the emergency button.

	Do reception areas provide an adequate

barrier in terms of access to staff and teaching

areas?
	
	N
	Due to the school layout the reception area is only a barrier to the infant classrooms.
The foyer area has a tensa barrier which is pulled across at the start and end of the school day.

	Are staff properly briefed and appropriately

trained to manage conflict,

aggressive parents, etc.
	Y
	
	As far as is possible and safe.
Staff are asked to challenge visitors on site who do not have a lanyard or visitor badge if they feel safe to do so. They are asked to report strangers on site to the school office. 

Staff know to call for support if parents are aggressive with each other

Staff are also encouraged to diffuse aggressive discussion with parents and to get support if needed.


Risk Assessment Record

	Benefit

The free movement of children around school and an appropriate level  of supervision by staff, contributing to a safe and suitable learning  environment and providing staff and parents with peace of mind and an  assurance that reasonable standards of provision are met.

	RISK
	PRECAUTIONS
	RESPONSIBILITY

	List here the significant risks These are the things that, as far as you could reasonably expect, are likely to cause

harm. The more severe the harm that could be caused, the more care you need to take and the more sure you must be that your precautions will be effective.
	State here the precautions that reduce the risk to an acceptable level. Note any specific action required such as informing staff and

participants, obtaining parental permission, being trained to a particular standard or using a particular piece of equipment.

1. Include precautions already in place, and

2. Clearly differentiate those existing controls and those that need to be put in place before the work / activity takes place.

If the precautions are already listed in an existing * set of detailed procedures or guidance, just confirm that these will be followed and quote the title of the guidance referred to (be as precise as possible).
	State who is responsible for checking that the precautions are in place. If different people are responsible for different tasks, make sure the record identifies each person clearly and that a procedure is in place for making sure tasks are completed.

	Pupils absconding, un-noticed, from

site.
	Missing Child Policy
CCTV

Playground supervision levels

Perimeter fencing

Locked gate with hard to reach exit button
	All parties, but principally the

school and governing body

	Unauthorised intruders gaining

access to the inside of school

buildings.
	Lockdown Policy
CCTV

Playground supervision levels

Perimeter fencing

Doors to public areas kept locked
No parents to access junior building without a staff member
	All parties, but principally the

school and governing body

	Abduction of pupils
	CCTV

Playground supervision levels

Perimeter fencing

Doors to public areas kept locked
Visitors procedures

Gate intercom system

School registers twice daily
	All parties, but principally the

school and governing body

	Intruders harming school occupants

or taking hostages within the school

site
	Lockdown Policy
CCTV

Playground supervision levels

Perimeter fencing

Doors to public areas kept locked
	All parties, but principally the

school and governing body

	Bomb threat and other critical

incidents
	Critical Incident Policy, Evacuation Policy, Lockdown Policy, Fire procedures
	All parties, but principally the

school and governing body
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